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Online Safety Live 2024 v.1.0: https://prezi.com/view/VcWnI85TpJGHO07t0szwb/

Better Internet for Kids & InSafe — Better Internet for Kids portal
In Hope: Fighting against Child Sexual Abuse Content

Nominet

Department for Digital, Culture Media & Sport

Online Safety Live is brought to you by the team from SWGfL: We are a charitable trust; your donation will
help us to continue our essential work around online safety and the ongoing protection of children online
including continuing support for our helplines and various projects. Please consider making a donation, if

you can click here.

Progress

Ofcom: Implementing the Online Safety Act

SWGTL/Schillings: Guide to the Online Safety Bill

Ofcom: Children and Parents Media use and Attitudes Report 2024
CORE: 4C’s of online risk

Threats

Cyber Security

NCSC: Cyber Security Toolkit for boards

DfE: Cyber Security Standards for Schools and Colleges
SWGTL/DfE: Cyber Secure Check

DSIT: Cyber Security Breaches Survey 2023

NCSC: 10 Steps to Cyber Security

Artificial Intelligence

Ofcom: Online Nation

DfE: Generative artificial intelligence in education

DSIT: Online Media Literacy Strategy

SWGHfL: Artificial Intelligence

IWF: How Al is being abused to create CSAM

UKSIC: Children must understand risk as UK schools say pupils abusing Al to make sexual
imagery of other children

Harmful Content

BBC: Molly Russell - Tech firms still failing after teenager's death

BBC: A Social Media murder - Olly Stephens story

BBC: Life sentences for teenagers who murdered Brianna Ghey - BBC News
BBC: Frankie Thomas iPad Use

Internet Matters: Inclusive Digital Safety

Childnet: STAR SEND Toolkit
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https://www.ofcom.org.uk/online-safety/information-for-industry/roadmap-to-regulation
https://swgfl.org.uk/assets/documents/online-safety-bill-resource.pdf
https://www.ofcom.org.uk/media-use-and-attitudes/media-habits-children/children-and-parents-media-use-and-attitudes-report-2024
https://core-evidence.eu/posts/4-cs-of-online-risk
https://www.ncsc.gov.uk/collection/board-toolkit
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges
https://cybersecurecheckforschools.uk/
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2023/cyber-security-breaches-survey-2023-education-institutions-annex#chapter-2-detailed-findings
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https://swgfl.org.uk/topics/artificial-intelligence/
https://www.iwf.org.uk/about-us/why-we-exist/our-research/how-ai-is-being-abused-to-create-child-sexual-abuse-imagery/
https://saferinternet.org.uk/blog/children-must-understand-risk-as-uk-schools-say-pupils-abusing-ai-to-make-sexual-imagery-of-other-children
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https://www.internetmatters.org/inclusive-digital-safety
https://www.childnet.com/resources/star-send-toolkit

Internet Matters/Youthworks: Refuge & Risk Report
Internet Matters: SEND Infographic
Internet Matters: Vulnerable children in a digital world

Harmful Sexual Behaviour

Eveyone’s Invited: Homepage

SWGfL: Harmful Sexual Behaviour in Schools Resources

SWGL: Harmful Sexual Support Service Training

Ofsted: Review of sexual abuse in schools and colleges

IWF: Primary Sexual Abuse imagery 1000% worse

IWF: Three-fold increase of abuse imagery

Revenge Porn Helpline: Intimate image abuse an evolving landscape

Revenge Porn Helpline: Annual Report

ITV NEWS: Helpline sees massive surge in sextortion victims with students often the target
for scammers | ITV News

ITV NEWS: 'They Killed our son': Online scammers tearing families apart as sextortion
cases soar | ITV News

Sextortion - Resources - UK Safer Internet Centre

Requirements

DfE: Keeping Children Safe in Education

DfE: Filtering and Monitoring Standards

DfE: Teaching Online Safety in School

DfE: Relationship and sex education (RSE) and health education

Ofsted: Education Inspection Framework

Ofsted: Inspecting safequarding in early years, education and skills settings

Action — Effective Practice
Ownership

SWGfL: 360 degree safe

SWGfL: 360 early years

SWGfL: 360 groups

SWGL: 360 Safe Annual Report 2024

Reporting

BOOST: Schools Online Safety Toolkit
Whisper: Anonymous reporting tool
SWGfL: Alerts - Reputation Monitor
Selma: Hacking Hate

Childnet: Digital Leaders Programme
SWGfL: Report Harmful Content Button

Policy

SWGHfL: Template online safety policies

UKCIS: Online safety in schools and colleges: Questions from the Governing Board
SWGfL: Early Years Toolkit

Staff
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https://www.iwf.org.uk/news-media/news/three-fold-increase-of-abuse-imagery-of-7-10-year-olds-as-iwf-detects-more-child-sexual-abuse-material-online-than-ever-before/
https://revengepornhelpline.org.uk/resources/helpline-research-and-reports/
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https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/government/publications/teaching-online-safety-in-schools/teaching-online-safety-in-schools
https://www.gov.uk/government/publications/relationships-education-relationships-and-sex-education-rse-and-health-education
https://www.gov.uk/government/publications/education-inspection-framework
https://www.gov.uk/government/publications/inspecting-safeguarding-in-early-years-education-and-skills
http://www.360safe.org.uk/
https://360earlyyears.org.uk/
https://360groups.org.uk/
https://swgfl.org.uk/magazine/online-safety-in-schools-urgent-need-for-improvement-amid-technological-advancements/
http://boost.swgfl.org.uk/
https://swgfl.org.uk/services/whisper/
https://swgfl.org.uk/products/reputation-alerts/
http://www.hackinghate.eu/
http://www.childnet.com/our-projects/childnet-digital-leaders-programme
https://swgfl.org.uk/services/report-harmful-content/report-harmful-content-button/
https://swgfl.org.uk/resources/online-safety-policy-templates/
https://1swgfl-my.sharepoint.com/personal/andrew_williams_swgfl_org_uk/Documents/OSL%20resources/•%09https:/www.gov.uk/government/uploads/system/uploads/attachment_data/file/562876/Guidance_for_School_Governors_-_Question_list.pdf
https://swgfl.org.uk/resources/early-years-toolkit/

SWGL: Boost Professional development content with certification
SWGTfL: Online safety podcast

SWGL: Specialist online safety training

Senso: Senso.cloud | Senso Learn - Learning Management System
SWGHL: Project Evolve EDU

Internet Matters: Inclusive Digital Safety

SWGL: Security Resources for Schools | SWGfL

Education

UKCIS:_Education in a Connected World Competency Framework
SWGHL: Project Evolve

Childnet: STAR resources

Childnet: Digiduck stories

Childnet: TrustMe

HM Government: Educate Against Hate

UK Safer Internet Centre: Sexting Resources

SWGL: Responding to and Managing sexting incidents - poster
UKCIS: Sharing nudes and semi-nudes

UKCIS: Using external visitors to support online safety education
Childnet: Picture This

SWGL: So You Got Naked Online

SWGfL: With Friends Like These...

UK Safer Internet Centre: Safer Internet Day Education Packs
BBC - Ownlt

Technology

UK Safer Internet Centre: Appropriate Filtering and Monitoring definitions

SWGTL: Assisted Monitoring

SWGTL: Social Media checklists

SWGTL: Checklist online safety for Parents

SWGTL: Let’s talk about porn

SWGTL: A Guide to Facebook's Family of Apps for Schools

SWGHFL: Swiggle — child friendly search

SWGHfL: Test Filtering Schools in England and Wales have statutory obligations to keep
children safe from particular types of content, this tool will check the correct filtering is in
place

SWGHL: Test Filtering PLUS

SWGTL: ProjectEVOLVE

Report Harmful Content Button | SWGfL Prevent the spread of legal but harmful material
online by downloading the Report Harmful Content Button on your organisation's website
SWGHL: Topic: Online Safety and Social Media | SWGfL Social media has the power to
connect people from all over the world. Here we break down everything you need to know
about staying safe on social media

DfE: Cyber and Information Security Self-Review Tool | Cyber Secure
(cybersecurecheckforschools.uk)

Upcoming Events:

Understanding Filtering & Monitoring Tickets, Tue 5 Nov 2024 at 14:00 | Eventbrite



http://boost.swgfl.org.uk/
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http://swgfl.org.uk/magazine/Managing-Sexting-Incidents
https://www.gov.uk/government/publications/sharing-nudes-and-semi-nudes-advice-for-education-settings-working-with-children-and-young-people
https://www.gov.uk/government/publications/using-external-visitors-to-support-online-safety-education-guidance-for-educational-settings
https://www.childnet.com/resources/picture-this
https://swgfl.org.uk/resources/so-you-got-naked-online/
https://swgfl.org.uk/resources/with-friends-like-these/
https://www.saferinternet.org.uk/safer-internet-day/
https://www.bbc.com/ownit
http://www.saferinternet.org.uk/appropriate-filtering-and-monitoring
https://swgfl.org.uk/services/assisted-monitoring/
https://swgfl.org.uk/resources/checklists/
https://www.swgflstore.com/products/copy-of-checklist-online-safety-guidance-for-parents
https://swgfl.org.uk/resources/lets-talk-about-porn/
https://swgfl.org.uk/resources/a-guide-to-facebook-s-family-of-apps-for-schools/
https://swiggle.org.uk/
http://testfiltering.com/
http://testfiltering.com/plus/
https://projectevolve.co.uk/
https://swgfl.org.uk/services/report-harmful-content/report-harmful-content-button/
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https://www.eventbrite.co.uk/e/understanding-filtering-monitoring-tickets-940812534617?aff=oddtdtcreator

Engaging your Parents and Carers with Online Safety Tickets, Wed 20 Nov 2024 at 10:00 |
Eventbrite

Understanding Intimate Image Abuse and Preventing Sextortion Tickets, Wed 27 Nov 2024
at 14:00 | Eventbrite

Al in Education - Decoding the Hype Tickets, Wed 29 Jan 2025 at 13:30 | Eventbrite

Upcoming UK Safer Internet Centre events

Evaluation
SWGL: Online Safety Mark

Support

Reporting

National Crime Agency: CEOP (Child Exploitation and Online Protection command)
IWF: Child sexual abuse material

ACT: Report terrorist or extremist activity or material

True vision: Report hate crime — online and offline

Action Fraud: Report Fraud, Scams, Cyber Attacks
SWGTL/UKSIC: Report Harmful Content

NSPCC: Remove nude images shared online

NCMEC: Take It Down

StopNCIl: Someone is threatening to share intimate images
UK Safer Internet Centre: Professional’s Online Safety Helpline

UKSIC: UK Safer Internet Day

Online Safety Live is brought to you by the team from SWGfL: We are a charitable trust; your donation will
help us to continue our essential work around online safety and the ongoing protection of children online
including continuing support for our helplines and various projects. Please consider making a donation, if

you can click here.
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